
This article refers to Australian and global 
information sources in regard to Pandemic 
preparedness and specifically the current 
coronavirus, describing some practical steps 
to help build resilience.

It is most important to stay calm, find the facts 
from credible information sources and keep up 
to date with a pandemic situation as it develops. 
Follow government and health authority 
guidelines, whist trying to anticipate and 
prepare for the challenges that an organisation 
could reasonably face during a pandemic. 

What is a Pandemic?
A pandemic is the worldwide spread of 
a new disease.1 

Pandemics are large scale outbreaks of 
infectious disease that generally occur across 
several countries. They can greatly increase 
the morbidity and mortality rate over an 
expansive geographical area. Such events can 
cause significant economic, social and political 
impacts. The World Health Organisation (WHO) 
declared the coronavirus, COVID-19 a pandemic 
in March 2020.2

What is a coronavirus and COVID-193?

Some coronaviruses cause illness in humans 
whilst others cause illness in animals. Rarely, 
animal coronaviruses can evolve to infect 
humans. However, this has occurred with the 
serious diseases, Severe Acute Respiratory 
Syndrome (SARS) and Middle Eastern 
Respiratory Sydrome (MERS). The coronavirus 
COVID-19 is a new strain that has not previously 
been identified in humans. This new coronavirus 
originated in Hubei Province, China and the 
disease outbreak is named COVID-19.3 

Organisational Preparedness and 
Response
The first step is to develop a business continuity 
management plan if one isn’t already in place. 
Refer Vero Risk Information Sheet on business 
continuity management. 

Business continuity management (BCM) 
plans often focus on transferring impacted key 
operations or personnel to another location. 
The same approach is not likely to be effective 
in the event of a pandemic, which could affect 
numerous locations, people, supply chains, 
customers and resources systematically. 

Keep in mind that your recovery strategy, 
whether involving your own or external 
personnel, could be affected in several critical 
places at the same time.

Sites could be affected more than once.

The supply chain, logistics, travel and utilities 
could be affected by the pandemic.

Macro-effects beyond your organisation could 
have an impact – government decisions, 
suppliers, market demand for products and 
transport issues are examples.

It is good practice therefore to continually  
re-assess your current BCM plan to ensure 
that your resilience and recovery arrangements 
address the particular impact that a pandemic 
would have upon your organisation.

Vero risk engineering can review business 
continuity management plans and provide 
guidance on the risk management related to 
safety of people and property.

Vero have produced a checklist on pandemic 
planning for organisational resilience, together 
with the following resources.

References: 
1  World Health Organisation, viewed 16 March 2020 
<www.who.int>

2  Disease Control Priorities: Improving Health and 
Reducing Poverty. 3rd edition. Chapter 17Pandemics: 
Risks, Impacts, and Mitigation. Nita Madhav, Ben 
Oppenheim, Mark Gallivan, Prime Mulembakani, Edward 
Rubin, and Nathan Wolfe. <https://www.ncbi.nlm.nih.gov/
books/NBK525302/>

3  Australian Government Department of Health, About 
coronavirus (COVID-19), viewed 16 March 2020  
<www.health.gov.au>

Resources:
1. Vero Risk profiler tool for checklists relating to

business continuity and safety <www.vero.com.au/
broker/news-insights/sme-insurance-index/risk-profiler-
tool>

2. Vero RM Insight article for Business Continuity
Management

For more information:
www.vero.com.au/vero/business- 
insurance/risk-management
Contact us at riskengineering@vero.com.au

The information in this document provides general guidance only. It provides a 
general list of what your business may need to consider, from a pandemic planning 
for organisational resilience perspective. We have not considered your business’ 
particular circumstances and any Government restrictions due to COVID-19 
(which may change), and so you may need to consider how this applies in your 
circumstances or if you need to seek appropriate professional advice. For any queries 
about insurance cover, please contact your insurer or insurance broker.
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The information in this document provides general guidance only. It provides general information on business 
continuity management planning. We have not considered your business’ particular circumstances and any 
Government restrictions due to COVID-19 (which may change), and so you may need to consider how this applies 
in your circumstances or if you need to seek appropriate professional advice. For any queries about insurance cover, 
please contact your insurer or insurance broker.


Introduction
Business Continuity Management (BCM) 
and Contingency Planning are important 
components of an organisations 
overall risk management strategy. 
Implementation of a BCM program 
will help identify critical processes or 
activities, threats to these processes 
or activities as well as the provision 
of working plans designed to restore 
the company to an acceptable level 
of activity following a major loss. The 
process of designing and developing 
a tailored BCM program creates an 
opportunity to thoroughly examine 
your business objectives, operating 
environment and dependencies.


Other benefits of managing 
Disruption-Related Risk 
effectively


 ▼ Demonstration of good governance 
and accountability to internal and 
external stakeholders


 ▼ Protect and advance your brand 
value


 ▼ Protect market share and customer 
base


 ▼ Remain compliant with relevant 
legislative or other obligations


 ▼ Gain a deeper understanding of 
how your business works, possibly 
gaining a competitive advantage 
(for example, improvement on 
efficiency, building awareness of 
the potential for disruption and 
maintaining a focus on objectives 
and critical functions).


Standards
AS/NZS ISO 31000:2009 Risk 
Management – Principles and Guidelines 
is a globally accepted standard for 
managing all forms of risks.


AS/NZS 5050:2010 Business Continuity 
– Managing disruption-related risks 
explains how to use AS/NZS ISO 31000 
and provides a framework to identify 
and manage disruption-related risks, 
HB 292:2006 A Practitioners Guide 
to Business Continuity Management 
provides an overview of some generally 
accepted BCM practices including 
examples of relevant checklists, 
templates and tables.


Building a BCM Framework 
will help answer the following 
questions


 ▼ What could happen?


 ▼ So what does it mean to me?


 ▼ What is critical to continuing our 
business?


 ▼ What do we have to do before, 
during and after a catastrophe or 
major incident?


Business Impact 
Analysis


Risk Analysis


Risk Process


AS/NZS ISO 31000 Risk Management, Principles and Guidelines


Risk Treatment


Contigency Plan







Key terms


Business Impact Analysis (BIA) – 
Detailed risk analysis that examines 
the nature and extent of disruptions 
and the likelihood of the resulting 
consequences. This may include 
consideration of the organisation’s 
business functions, people, processes, 
infrastructure, resources, information, 
interdependencies and the nature and 
extent of capability loss over time.


Business continuity – The uninterrupted 
availability of all key resources 
supporting essential business functions.


Contingency plan – Any plan of 
action that allows an organisation to 
respond to events should they occur. 
This includes all plans that deal with 
stabilisation, continuity of critical 
business functions and recovery. Some 
types of contingency plans may have 
been described as a Business Continuity 
Plan, Business Recovery Plan, Disaster 
Recovery Plan or Recovery Plan.


Contingent capability – Supplementary 
resources provided specifically to enable 
an organisation to respond to events 
should they occur.


Crisis management team – A dedicated 
team (usually internally resourced) 
that is required to divert a proportion 
of their attention, time, energy and 
resources away from normal operations 
to managing an untoward event that 
potentially or actually results in a 
disruption to the day-to-day operations of 
part or whole of the organisation.


Critical business function – A business 
function or part thereof identified as 
essential for survival of the organisation 
and achievement of its critical objectives. 
A business function what has the effect 
of protecting critical interests or the 
community or another stakeholder to 
which a duty is owed, may qualify as a 
critical business function.


Disruption-related risks – Risk arising 
from the possibility of disruptive events.


Maximum Acceptable Outage (MAO) 
– The maximum period of time that an 
organisation can tolerate the disruption 
of a critical business function.


Recovery Time Estimate (RTE) – The 
estimated period of time required 
to restore a particular level of 
functionality after taking into account 
any uncertainties (the period is 
measured from the commencement 
of restoration activity and not from the 
commencement of the disruptive event).


Through chain – End-to-end chain 
through which value is created, realised 
or transferred, encompassing the inputs, 
activities and outputs of the supply, 
process and distribution chains, including 
information, knowledge, resource and 
financial flows.


Risk analysis
Part of the process for managing 
disruption-related risks is to conduct a 
risk analysis. This is normally approached 
in two stages, the initial risk analysis and 
the ‘Business Impact Analysis’.


Stage 1


The initial risk analysis should include 
building a clear understanding of –


 ▼ The business functions and processes 
(and the importance of each of 
these functions in terms of the 
organisation’s objectives);


 ▼ The location and distribution of 
infrastructure and resources;


 ▼ The vulnerabilities of the systems, 
physical structures and locations in 
which business activity occurs (taking 
into account any risk controls already 
in place);


 ▼ Any internal or external dependencies 
(including but not limited to 
infrastructure, utilities, human 
expertise, knowledge and experience, 
suppliers and customers).


Stage 2


The Business Impact Analysis or BIA


provides detailed insight into the 
extent, timeframes and mechanisms 
of disruptive consequences and their 
likelihoods. Due to the varying size 
and complexity of most businesses, 
a tailored approach is often necessary 
to extract the relevant information. 
Personnel who are responsible for 
specific processes within the business 
function should be consulted. One 
consideration may be the justification 
to keep critical spares on site. There 
are five key steps in conducting the 
BIA, which are summarised on the 
following chart.


Confirming the business 
functions to be analysed


Process review of each function


Prepare an inventory of existing 
controls


Determine the significance of 
when and for how long the 


disruption could occur


Determine the effects of 
existing controls


The contents of this information sheet are for general information purposes only. Professional advice should be obtained on individual circumstances.







Contingency plans and  
contingent capability
Contingency planning is a form of risk 
treatment and is intended to improve the 
organisation’s ability to respond quickly 
and optimally to disruptive events should 
they occur. The development of any 
additional contingent capability should be 
considered.


These include items such as providing 
back-up facilities, built-in redundancy, 
alternative supply arrangements or 
additional resource, say, in the form of a 
“Crisis Management Team”.


There is no standard content for 
a contingency plan, however, a 
recommended list of contents is shown 
in the following table:


Content Description


1. Introduction


1.1 Organisational details


1.2 Objectives


1.3 Purpose


1.4 Critical business function


1.5 Assumptions 


1.6 Processes 


1.7 Activation and stand down 


1.8 Responsibility


1.9 Version control and 
maintenance


Name of organisation, location, areas specifically covered by the plan, etc.


Key organisational objectives that the plan is addressing.


Specific purpose of the plan.


Details of the critical business function, process, critical asset, etc. to which the CP refers.


Key assumptions made in developing the plan, e.g. availability of key resources, 
constraints on scope of the plan etc.


Processes, subprocesses, etc. that comprise the critical business function, or support the 
use of the asset/facility.


Events, outage times, etc. that serve as triggers for the activation and deactivation of the 
CP. Arrangements, processes etc. for activation and stand down.


Named individual(s) with responsibility for the creation.


Version number of the plan, date of creation, date of next review, details of reviews 
authorisations, sign-off of plan etc.


2. Operational requirements


2.1 Critical success factors 


2.2 Interdependencies


2.3 Outage times 


2.4 Compliance


What level of capability the critical business function, asset etc. must achieve.  
Specific contractual and regulatory delivery requirements should also be specified.


Key internal and external interdependencies.


Where relevant identify minimum acceptable outage times and/or required recovery time 
for critical functions, processes, resources etc.


Compliance requirements and other obligations that have to be met following activation 
of the plan (e.g. regulatory, policy, contractual obligations etc.)


3. People


3.1 Structure


3.2 Roles and responsibilities


3.3 Contact details


Structure and reporting relationships of the team operating under the plan.


Roles and responsibilities of named key managers and staff.


Business and after hours contact details of key managers, staff, supplier’s customers and 
other stakeholders. Wherever possible each key role should also have a deputy identified 
and alternate suppliers listed.


The contents of this information sheet are for general information purposes only. Professional advice should be obtained on individual circumstances.







This information contained in this Document is general in nature only and does not consider your specific risks 
and hazards, nor does it imply insurance coverage. It is not intended to be a substitute for appropriate professional 
advice. No representation or warranty, express or implied, is made as to the completeness or accuracy of this 
Document and you should consider whether it adequately covers all your hazards, risks or necessary consider-
ations. AAI Limited ABN 48 005 297 807 trading as Vero Insurance (“Vero”) and its related bodies corporate do 
not accept any legal responsibility or liability for negligence or otherwise to you or anyone else who seeks to use 
or rely on this Document. This includes, without limitation, loss arising from a possible failure of the Document 
to incorporate any applicable Australian Standards or identify any regulator, your statutory requirements, or other 
risks or hazards beyond those mentioned in the Document.


Content Description


4. Continuity arrangements


4.1 Coordination


4.2 Accommodation


4.3 Resources 
 


4.4 Workarounds and alternate 
solutions: 
 
4.5 Continuity management tasks


Arrangements for coordination between plans and across multiple locations.


Details of alternate/backup site arrangements.


Types and quantities of resources required to support the activation and implementation 
of the CP. The plan should specify if dedicated resources are required or if access to 
shared resources is available.


Include:
 ▼ People


 ▼ Information and documentation


 ▼ Accommodation


 ▼ Plant and property


 ▼ Budget


 ▼ Assets and other equipment


 ▼ Telecommunications


 ▼ IT systems and applications


Identify tasks that can still be undertaken following a disruption, those tasks that 
cannot be undertaken and alternate solutions to those tasks to still achieve acceptable 
outcomes.


Identify additional activities that have to be undertaken in response to the disruption  
(i.e. those activities beyond those associated with routine activities), for example 
assessment of the impacts of the disruption, coordination of asset reallocation, staff 
briefings to be held, etc.


5. Communications


5.1 Communications Summary of communications requirements following activation of the plan


6. Appendices


6.1 Other plans


6.2 Checklists


6.3 Maps and drawings


Details of other related plans, availability, location and access.


Activity checklists, aides-memoires, etc.


Location maps, site maps, architect drawings, layouts, etc.


Conclusion
BCM should be developed as part of the 
organisation’s overall risk management 
plan. Development of an organisation’s 
BCM and applicable Contingency Plans 
require a deep understanding of the 
organisation’s objectives, operating 
environment and any dependencies 
of the business (for example, the 
relationship with suppliers and 
customers).


Good BCM practices should incorporate 
contingency preparedness for 
unforeseen events. It should equip the 
organisation with the capacity to:-


 ▼ Stabilise any disruptive effects as 
soon as possible


 ▼ Continue or resume quickly any 
business functions that are critical to 
the organisation’s objectives


 ▼ Recover to normal operations in a 
timely manner


 ▼ Take advantage of any opportunities 
created by the event


 ▼ Take on any additional risk with 
confidence


 ▼ Reduce the likelihood and 
consequence that could cause a 
disruptive event in the first place.
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Self-inspection checklist
Pandemic planning for  
organisational resilience 


Please note: This is a Vero Insurance sample template only.


Company/Division: 


Performed by: 


Location 


Date: 
/    /


Any ‘No’ response should be explained. Note specific problem, location and improvement action to be taken.


Pandemic Planning Checklist for Organisational 
Resilience:


Yes No N/A Comments Completed 
(date)


	▼ Has a pandemic co-ordinator and/or team been 
identified with clearly defined roles and 
responsibilities?


/   /


	▼ Do you have a written pandemic response plan? /   /


	▼ Do you have clear procedures for triggering the 
response plan?


/   /


	▼ Have you established an emergency 
communication system, both internally with 
employees and externally with customers, 
contractors, suppliers, media and other 
stakeholders?


/   /


	▼ Do you have links to sources of up-to-date and 
reliable pandemic information that are monitored 
frequently and ability to communicate updates in 
a consistent and timely manner e.g. email 
distribution lists, website, ‘incident hotline’ etc?


/   /


	▼ Have you identified your business critical products 
/ services and customers and evaluated the 
continuity and recovery priorities of these; before, 
during and after a pandemic? (Consider also the 
effect of a resultant dramatic increase or 
decrease in demand for these)


/   /


	▼ Have you identified critical operational and 
support processes and activities; before, during 
and after a pandemic? (Consider the effect of a 
resultant dramatic increase or decrease in 
demand for these)


/   /


	▼ Have you identified critical requirements for 
continuity of utilities, services, components, 
materials, products and consumables, suppliers 
and contractors and logistics companies?


/   /


	▼ Have you identified key employees and 
established plans for flexible or home working?


/   /


	▼ Have you reviewed employee absence-
management policies, to ensure they would be 
suitable for a pandemic, and made employees 
aware of any changes?


/   /


The information in this document provides general guidance only. It provides a general list of what your business may need to 
consider, from a pandemic planning for organisational resilience perspective. We have not considered your business’ particular 
circumstances and any Government restrictions due to COVID-19 (which may change), and so you may need to consider how 
this applies in your circumstances or if you need to seek appropriate professional advice. For any queries about insurance cover, 
please contact your insurer or insurance broker.







Pandemic Planning Checklist for Organisational 
Resilience:


Yes No N/A Comments Completed 
(date)


	▼ Have you implemented guidelines to limit 
frequency and need for face-to-face contact 
among employees and customers e.g. reducing 
the need for business travel and meetings 
(especially to disease affected locations both 
domestically and internationally), using electronic 
/ voice communication instead?


/   /


	▼ Do you have policies in place for prevention and 
control of influenza at work? E.g. include; 
improved cleaning, health and sanitation regimes 
and prompt exclusion of people with influenza-like 
symptoms.


/   /


	▼ Have you identified and procured sufficient and 
accessible infection control supplies to protect 
your employees and visitors during a pandemic? 
E.g. tissues, cleaning and hand hygiene products 
and receptacles for their safe disposal.


/   /


	▼ Do you have guidelines in place for employees 
returning from affected areas, including from 
holidays?


/   /


	▼ Have you tested your technology to ensure it is 
capable of supporting the expected demand from 
flexible or home working?


/   /


	▼ Are your cross-skill training and succession 
management plans current?


/   /


	▼ Have you recently tested your business continuity 
and pandemic response plans? (Remember to 
regularly review and update these)


/   /


	▼ Have you reviewed formal plans for use of agency 
staff or external contractors?


/   /


	▼ Are you collaborating with local authorities, health 
authorities and emergency services, to share your 
pandemic plans and understand their capabilities 
and approach?


/   /


This information contained in this Checklist is general in nature only and does not consider your specific risks and hazards, nor does it imply insurance coverage. It is not 
intended to be a substitute for appropriate professional advice. No representation or warranty, express or implied, is made as to the completeness or accuracy of this Checklist 
and you should consider whether it adequately covers all your hazards, risks or necessary considerations. AAI Limited ABN 48 005 297 807 trading as Vero Insurance (“Vero”) 
and its related bodies corporate do not accept any legal responsibility or liability for negligence or otherwise to you or anyone else who seeks to use or rely on this Checklist. 
This includes, without limitation, loss arising from a possible failure of the Checklist to incorporate any applicable Australian Standards or identify any regulator, your statutory 
requirements, or other risks or hazards beyond those mentioned in the Checklist.
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